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Abstract—   The amount of transmitted data from mobile to cloud computing is   

becomes larger and larger. Nowadays, Mobile cloud computing is vital field as a result 

of its availability, usability. Mobile cloud computing is most important role because it 

connects mobile with cloud computing and cloud data transmitted from mobile to cloud 

and vice versa, through a network. The purpose of the proposed system is to build an 

encryption system that can encrypts a data and decrypts the data transmitted from 

mobile to cloud efficiently. During this system can show system for encrypting mobile to 

cloud data. In this system, we will help the encryption algorithm. There are multiple 

hybrid encryption algorithms are used. These algorithms are more secure and end to end 

will be encrypted. 

Keywords - Encryption Calculations, Cloud Security, Information Security, Versatile 

distributed computing. 

I. INTRODUCTION 

In this system, we will create a secure chatting 

application with end-to-end encryption for smart phones that 

used the android operating system has been proposed. In this 

application we will use the power of cryptography and 

security to implement an end-to-end secure chatting 

application. In this system, we will use two different 

encryptions algorithm to encrypt and decrypt the   data over 

the network to Achieve higher security encryption. The 

proposed Application allows the users to communicate via 

text messages the text message security the standard AES 

algorithm with a 256-bit key is used. The generated key 

minimized to 256-bit length by selecting the first 256bit of 

the generated key in order to be used by the AES algorithm. 

II. PROPOSED METHODOLOGY 

In proposed work, developing a new model to create 

private messaging network to transmit message contents over 

the network. Encryption algorithm is developed to encrypt 

messages exchanged with the proposed chat gateway. The 

chat messaging environment showed a great potential to host 

real time interactive interaction system which is supported by 

RSA encryption methodology to preserve the security of the 

message stream. Choosing the key size in RSA encryption is 

of great importance. As the size of the key increases, the 

security level of the system, the complexity and the 

resistance of encrypted text increases. However, in addition 

to these advantages, the encryption key creation time, text 

encryption time, and mobile device RAM consumption 

increase. These disadvantages are factors that will influence 

the effective use of the application. For this reason, the 

advantages and disadvantages of key dimensions should be 

determined and the most suitable key size should be 

preferred. To accomplish the chatting and meet the goals of 

this study in client/server architecture, the need for 

authentication methods and encryption algorithms will be 

urgent. 
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III. EXISTING METHODOLOGY 

From the past few years, there has been a rapid progress 

in Cloud Computing. Cloud Computing delivers a wide 

range of resources like computational power, computational 

platforms, storage and applications to users via internet. The 

major Cloud providers in the current market segment are 

Amazon, Google, IBM, Microsoft, etc... With an increasing 

number of companies resorting to use resources in the Cloud, 

there is a necessity for protecting the data of various users. 

Some major challenges that are being faced by Cloud 

Computing are to secure, protect and process the data which 

is the property of the user. 

A. AES Algorithm 

The US Public Foundation of Principles and Innovation 

(NIST) announced that it would hold a resistance to pick 

another square code to be known as the High-level 

Encryption Standard, or AES to displace DES. The code 

takes a plaintext block size of 128 pieces, or 16 bytes. The 

key length can be 16, 24, or 32 bytes (128, 192, or 256 

pieces). The calculation is implied as AES-128, AES-192, or 

AES-256, dependent upon the key length. The contribution 

to the encryption and unscrambling calculations is a lone 

128-piece block. This square is depicted as a 4*4 square 

framework of bytes. This square is duplicated into the State 

cluster, which is changed at each period of encryption or 

decoding. After the last stage, State is repeated to a yield 

lattice. Moreover, the key is depicted as a square framework 

of bytes. This key is then ventured into a variety of key 

timetable words. 

 

Figure 1:  Plain text and Cipher text.  

The code contains N adjusts, where the number of rounds 

depends on the key length: 10 rounds for a 16-byte key, 12 

rounds for a 24-byte key, and 14 rounds for a 32-byte key 

[11, 12]. There are four central steps, considered layers that 

are used to shape the rounds: 1. The Byte Sub Change (B S): 

Uses a S-box to play out a byte-by-byte replacement of the 

square. This non-straight layer is for protection from 

differential and direct cryptanalysis attacks. 2. The Shift 

Column Change (S R): A direct stage. This direct mixing 

adventure causes dispersion of the pieces over numerous 

rounds. 3. The Blend Section Change (M C): A replacement 

that utilizes number-crunching over GF (28). This layer has 

a reason like Shift Line. 4. Add Round Key (A R K): A basic 

bitwise XOR of the current square with a bit of the extended 

key. The round key is XORed with the after effect of the 

above layer. 

 

Figure 2. AES Algorithm 

B. RSA Algorithm 

RSA calculation is asymmetric cryptography calculation. 

Hilter kilter really implies that it deals with two unique keys 

for example Public Key and Private Key. As the name 

portrays that the Public Key is given to everybody and 

Private key is kept hidden. 

An illustration of Hilter kilter cryptography:  

1. A customer (for instance program) sends its public key to 

the worker and solicitations for some information. 

2. The worker scrambles the information utilizing 

customer's public key and sends the encoded information. 

3. Client gets this information and unscrambles it.  

 

Figure 3. RSA Algorithm 
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C. Requirements 

1. Hardware Specification 

 Front End : Android 

 Back End : Java 

 Calculation  : RSA, AES 

 Domain : Network Security,  Cloud PC, 

Cryptography  

 Server :  Firebase  

2. Software Specification 

 Processor  :  i3 or grater  

 Slam   :  4GB or more noteworthy  

 Hard Circle  :   50 GB or more noteworthy 

 

IV. MODULES 

 There are Six modules in our venture: 

1. Login Module – In this module   customer ready to get 

to the talk bot application and ready to send message to 

explicit contact which is enrol with us. 

2. Enrolment Module – By this module customer ready to 

shape unused customer account in our visiting 

application by entering its unobtrusive components like 

title, number, secret word, and so on and once it done 

it'll ready to login with present day certification. 

3. Talking Interface –From this module the customer can 

send and get data from an interface. 

4. Encryption Module - This module is proficient to 

scramble the customer message into encoded shape and 

send over the or chest rate with the help of RSA and AES 

algorithm.  

5. Unscrambling Module – This module is careful to 

unscramble the moving toward message of sender into 

plain substance with RSA and AES computation and 

show up in visit bot application. 

6. Worker Module – This module is careful to send the 

scrambled information pack from sender to beneficiary 

and authority to sender and be careful with encryption. 

 

Figure 4. Encryption Module 

 

 

Figure 5: Home screen module 

 

 

Figure 6. Unscrambling Module 
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Figure 7:  Login Module                      Figure 8: Talking Interface 

 

 

Figure 9: Enrolment Module 

The results and evaluations of the design based on 

different security aspects are presented. The main goal is to 

see how many features have been achieved based on security 

requirements and specifications enlisted in the beginning in 

order to provide good security for users. 

CONCLUSION 

In this paper, we are developing a framework that uses 

five hybrid encryption methods to encrypt data transferred 

from a cell phone to a cloud. The framework displays a 

number of different cryptographic algorithms, allowing the 

cloud user to choose the best encryption model for Their 

needs. Using Hybrid Cryptography Algorithms to Improve 

Cloud Computing Security. 
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