International Journal of Computational and Electronic Aspects in Engineering
Volume 6, Issue 1, March 2025, pp 24-34
https://doi.org/10.26706/ijceae.6.1.20250205

Efficient Real-Time Key Generation for 1oT Using Multi-
Dimensional Chaotic Maps

Harith G. Ayoub?, Osama A. Qasim?, Zaid A. Abdulrazzag? Mohammed S. Noori*

INTERNATIONAL JOURNAL
OF COMPUTATIONAL AND

ELECTRONICS ASPECTS IN
ENGINEERING

e
; - ISSN: 2385-4116 (PRINT)

ISSN: 2395-4124 (ONLINE]

A Quarterly Publishing Journal

Article — Peer Reviewed
Received: 20 January 2025
Accepted: 10 March 2025
Published: 22 March 2025

Copyright: © 2025 RAME Publishers
This is an open access article under
the CC BY 4.0 International License.

https://creativecommons.org/licenses
[by/4.0/

Cite this article: Harith G. Ayoub,
A.  Qasim, Zaid A
Abdulrazzaq, Mohammed S. Noori,

Osama

“Efficient Real-Time Key Generation
for loT Using Multi-Dimensional
Chaotic

Maps”, International

Journal of Computational and
Electronic Aspects in Engineering,
RAME Publishers, vol. 6, issue 1, pp.
24-34, 2025.

https://doi.org/10.26706/ijceae.6.1.2

0250205

Northern Technical University, (NTU), Mosul, Iraq

1 Corresponding Author: harithga@ntu.edu.iq
2 psama.hassani@ntu.edu.iq

3 zaid.a.abdulrazzag@ntu.edu.iq

4 Moh.sami@ntu.edu.iqg

Abstract: The paper presents a new approach for triple key generation techniques with Henon, Lozi
and Duffing chaotic maps in FPGA. Three key streams generated by XORing chaotic maps with
pseudo random number generators, the results of XORing PN1 with PN2 is called gold code
generator. The algorithm was built in embedded Xilinx System Generator tool (XSG) and the results
were validated using MATLAB/SIMULINK environment. NIST, Normality and Dieharder test
randomness tests were employed for key streams and verified as the best randomness in comparison
with recent work.

Keywords: FPGA, PN, XSG, Chaos, Gold Code.

1. Introduction

The prevalence of digital images in various fields has led to a growing need for secure
transmission and storage of confidential information. Images transmitted through shared or
public networks are particularly vulnerable to attacks, posing a significant challenge in
terms of protection [1-4]. Cryptography used for protection, which is the process of
converting known images to undefined images to make them non-knowledgeable or
unpredictable by attackers. Recent research in cryptography has focused on the use of
pseudo- random number generators (PRNGs) based on chaotic systems due to their high
randomness factor and sensitivity to initial conditions [5-10]. Chaotic maps and image
encryption involve the application of chaotic dynamics in information security. These maps
are deterministic and generate uniformly distributed values [11-14]. The complexity and
cost of traditional image encryption algorithms, as well as their susceptibility to attacks,
have prompted the use of hardware implementation, specifically field programmable gate
array (FPGA) [15-18].

A digital image is a two-dimensional array containing MxN pixels; in this array, M is the
number of rows or the height of the image, and N is the number of columns or the width of
the image. Each pixel in this digital array can take only specific numerical values, and the
set of these values depends on the type of image Different pixels in the image carry
information that can have various meanings depending on the application it is used for. It
may be a binary image which carries only two specific values usually zero and one, i.e., a
single bit per pixel, or grayscale images carrying 8 bits per pixel for different gray levels,
or it may be a color image that carries the information about colors [19-21].

This paper discusses the use of various chaotic systems—Lozi, Henon, and Duffing
maps—to generate three key streams system to encrypt each channel of a three- dimensional
color image. The key generation process also enhanced by incorporating pseudo and gold
code number generators. Additionally, all operations accelerated using the ZYNQ702
FPGA with the Xilinx System Generator tool (XSG).
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2. Main Contributions
A. Design Henon, Duffing and Lozi chaotic maps and checked the sequence generated by them.
B. Build the models in XSG form and export the results to MATLAB/SIMULINK environment to be ready for test.

C. Implementthe XSG model in using ZYNQ702 evolution board through VIVADO software tool and get maximum
frequency and silicon area.

D. Apply NIST, Normality and Dieharder randomness Tests for checking the unpredictability distribution of
generated keys.

3. Methods
A. Proposed key generator System

The proposed key generator algorithm illustrated in the following Fig.1, Focusing on symmetric secret keys shared be-
tween the sender and receiver in a communication system. After the synchronization process, keys need for encryption
begins to prepare for the send/receive process.

Generating three channel streams could be utilized for channel digital image first ciphered by key stream1, second with
key stream, third with key stream 3.
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Figure 1. Three Key Streams Producing Using Proposed Approach.
A. PRBG

Pseudorandom binary generators (PRBGs) or random binary sequence generators play a critical role in cryptographic
applications. Whenever the need arises for a binary sequence with high random behavior, a PRBG is employed before
actual use. Even if the requirement is not exactly this, a spoof of indispensable confidential information, plain text,
pseudorandom, or random key must be used. For proper performance of any cryptographic algorithm, appropriate PRBGs
and pseudorandom numbers are essential for a fault-tolerant application in cryptosystems for end-to-end security,
confidentiality, and integrity [22][23]. Because of the importance of random binary sequences, methods have been
developed to test such genera- tors. Also, some hardware and software has been developed to generate such random
sequences for non-security applications, like simulation studies [36-37]. The relevance of pseudorandom generators in
cryptography, and XSG as it has relevance in cryptography [24].

B. FPGA-ZYNQ implementation via Xilinx System Generator

Xilinx System Generator (XSG) is an integrated development environment based on the Simulink MATLAB program
for the development of custom hardware IP Cores and FPGA (Field Programmable Gate Array) programming in Xilinx
de- vices. In this platform, designer-friendly and run-time efficient VHDL (VHSIC (Very High-Speed Integrated Circuit)
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Hard- ware Description Language) and Simulink blocks libraries are provided. The Simulink-XSG comprises two main
components: “black box” Simulink block parameters and subsystem blocks from the Xilinx System Generator library that
provide additional *smart’ properties for automatic hardware/software co-simulation acceleration [25][26].

The Xilinx System Generator for DSP and HDL integrates seamlessly with the Xilinx Vivado Design Suite. The Xilinx
Vivado Design Suite is built for complex designs and supports the latest nodes. It offers system and device level design
and joins hardware and software support. It includes toolsets for synthesis, place, route, and FPGA configuration

management. Specialized tools like hardware co-simulation, partial reconfiguration, and hardware design languages like
Verilog, VHDL, or System Verilog are also integrated [27].

Fig.2, shows hardware flow design using Xilinx system generator, this work implemented using VIVADO/XSG
environment VIVADO 2020.2 associated with MATLAB/SIMULINK 2020 a.
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Figure 2. Hardware Flow Design Using Xilinx System Generator.

C. FPGA-ZYNQ implementations of the proposed method

FPGA ZYNQ702 evaluation board provide real time implementation of key generation system. FPGA is an abbreviation
of field programmable gate array provide effective level of parallelism and pipelining capabilities; additional property of

FPGA over ASIC is the flexibility of recon- figuration. In this paper, Xilinx system generator (XSG) tool employed FPGA
implementation to validate the results performance of the proposed system.

4. Results and Discussion

A. Hardware Architecture of proposed system

This section provides detailed explanation about hardware implementation using XSG for proposed key generation
system in Fig.3 as following:

input (1): data input/output unsigned fix 8-bit integer rep- resent pixel value of red channel of image.
input (2): data input/output unsigned fix 8-bit integer rep- resent pixel value of green channel of image.

input (3): data input/output unsigned fix 8-bit integer rep- resent pixel value of green channel of image.
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Figure 3. Proposed Hardware System.

Channel pre-processing: this block convert 2-D array to one pixel scalar consists of two parts shown in figure firstly
convert 2-D to 1-D array, secondly convert 1-D to scalar shown in Fig.4.

H
u:) = » D)

2-D array one integer value

Convert 2-D to 1-D unbuffer

Figure 4. Image Pre-processing.

Channel post processing: this block gets back array form of the image from input pixels consists of three parts shown
in Fig.5 firstly buffer involve gathering of the pixel in buffer, secondly reshape involve convert the elements stored in
buffer to 2-D array form, thirdly, uint8 block for validate the data to unsigned integer eight.

Channel pre-processing: this block convert 2-D array to one pixel scalar consists of two parts shown in figure firstly
convert 2-D to 1-D array, secondly convert 1-D to scalar shown in Fig.5.

............................ » R ! uint8 . @

2-D array

pixel value —
Reshape Data Type Conversion

Figure 5. Image Post-processing.

Channel post processing: this block gets back array form of the image from input pixels consists of three parts shown
in fig. 5 firstly buffer involve gathering of the pixel in buffer, secondly reshape involve convert the elements stored in
buffer to 2-D array form, thirdly, uint8 block for validate the data to unsigned integer eight.

Red-in, green-in, blue-in: yellow blocks for input image data from Simulink to FPGA. -red-out, green-out, blue-out:
yellow blocks for forward image data from FPGA to Simulink. The next figure Fig.6 shows the general architecture of

XSG blocks of proposed system.
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Figure 6. XSG Blocks of Proposed System.

LFSR stands for linear feedback shift register use for generating pseudo random number generator (PN). Red-in
XORed with key generated by (Henon map XOR LFSR1). Green-in XORed with key generated by (Duffing map XOR
LFSR2). Blue-in XORed with key generated by (Lozi map XOR Gold- code). Gold code can be generated by two normal
pseudo random number generator shows in Fig.7.

>
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Figure 7. Gold Code Generation in XSG.
5. Chaotic Maps Utilized for Proposed Approach

A. Henon map

The Henon map is one of the most understandable two-input systems and it lies in the third plane of the biological
body. In the aforementioned equations (1,2) are given as the control parameters, which are selected for our aim, for
example, encryption as cross iteration as 1.4 and second iteration 0.3 [28-29].

x(n+1) =1+a(x(n))2 +y(n). (1)
y(n + 1) = bx(n). @

Algorithm illustrates in Fig.8 based on finite precision discrete chaotic maps is proposed for generation of pseudo-
random signals. The output of the presented chaos generator not only achieves faster performance, but also achieves higher
quality of chaotic properties. This algorithm is based on the piecewise linear dynamics of the standard 2D map [30] [31].
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Figure 8. Hardware Implementation of Henon.

B. Duffing map

The Duffing map guarantees large Lyapunov exponent values, and it is the simplest map in one that can do so. Hence,
it has been widely utilized in information security. In the 1980s, Miller utilized the Duffing map to develop a symmetric-

key block cipher algorithm [32].

Fig.9 illustrates using a Duffing map for a block cipher, it is not that the plaintext sufficiently mixed results in the
ciphertext. This is because the Duffing map does not support good performance for any permutation in a limited sequence
space-time, especially for large plaintext [33]. Duffing map could be show in these equations (3,4):

x(n + 1) = y(n). 3)
y(n+1)==bx(n) +ayim) — (ym)3. (4
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Figure 9. Hardware Implementation of Duffing.

C. Lozi map

One of the numerous sophisticated chaos systems is the Lozi chaos map. The Lozi map is a two-dimensional discrete
dynamical map. There has been a lot of interest in certain newly developed maps of chaos that may be practically used

[34].
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The mathematical format of the Lozi Map showed in equations below portrays the change of a location because of two
sequential steps; this includes an ego-centric conversion with regard to an origin and to an additional output. Algorithm
illustrates in Fig.10 The unique properties of the Lozi's chaos dynamical systems described by equations (5,6) make it
suitable for a variety of applications in different fields such as control theory, pseudorandom number generators, digital
communication, physics, and cryptography [35].

X(n + 1)
y(n + 1)

1+ y(n) — ax(n)l. ()
bx(n). (6)
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Figure 10. Hardware Implementation of Lozi.

The single pulse as shown in Fig.11 consists of three components: register initial ‘1°, logical XOR block, assert block
for sampling time, used to control the selector of multiplexer giving an initial value 1 to take the value of initial x0 then
after the first clock the feedback value goes through.

Out1
»id z-1 q .
Register l >
xor
>
Assert |« Logical

Assert

Figure 11. Hardware Implementation of Single Pulse Block.
6. Hardware Synthesize and Implementation

This step involved compilation of the design to HDL Netlist file to get ready for using Xilinx VIVADO software tool.
The ZYNQ702 FPGA evaluation board operate at 667 MHZ as a maximum frequency, after synthesize process it has
been clear the suitable period to meet timing paths requirements was 6 ns resulting worse negative slacks (WNS) 2.129
ns then the maxi- mum frequency for design can be calculated from the equation (7).

fmax = 1/ (T = WNS). (M

The throughput (the number of processing bits per second) of the hardware system considered an important
measurement that can be calculated from the equation (8).

Throughput = (N x fmax)/latency. (8)
The maximum frequency was 258.33 MHZ with high through- put near 6199 Mb/s.
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Table.1 declare estimated of ZYNQ702 FPGA board silicon area of the proposed key generation system as the
following:

A. LUT : represent utilization of Look-Up Tables.

LUTRAM: represent utilization of Look-Up Table RAMS.

FF : represent utilization of Flip-Flops.

BRAM: represent utilization of Block RAMs.

DSP : represent utilization of Digital Signal Processing blocks.
10 : represent utilization of Input/output buffers.

BUFG : represent utilization of Global Buffers

I 6 mmoow

MMCM: represent utilization of Mixed-Mode Clock Manager.

Table 1. Logic Area Utilization.

Table.2 present comparative study of present work with ref. [38] declaring that proposed work the fastest in terms of
frequency and throughput.

Fig.12 presents the power estimation for each of component mentioned in table 1, the total static power is 0.105 watt

Resource Utilization Available Percentage
LUT 888, 53200 167
LUTRAM 1 17400 0.01
FF 1314 106400 1.23
BRAM 2 140 1.43
DSP 36 220 16.36
10 2 200 1
BUFG 4 32 125
MMCM 1 4 25

Table 2. Speed Comparison with Recent Resource.

Throughput
Work FPGA F(MHZ
( ) (Mbfs)
Proposed ZYNQ702 258.33 6199
[38] ZYNQ702 142.8 3408

while the dynamic power is 0.138 watt.

Power
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Figure 12. Power Utilization.
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7. Key Analysis Using NIST Test Suit

NIST 800-22 [39]. Involved 15 tests used to examine randomness distribution for the generated key streams they have
statistical p-value calculated by particular methods. Assume a=0.01, as acritical probability the p-value for each test must
be > a to passed the randomness test otherwise said the test failed, if the p-value of any test was 1 then the sequence
considered excellent random, if the, if the p-value of any test was 0 then the sequence considered non-random. Table 3
show 12 tests all passed, that is indication that the streams are unpredictable, independent distribution statistically, the
table also contain comparison with [40] to show the strength of the proposed system.

Table 3. NIST Test of Generated Keys

p-value Mohamed _
Test name Comparison
(proposed) gt al, (2023)

Frequency (Monobit) Test 0.9251 0.8755390 Proposed
Frequency Test within a Block 0.8494 0.3924558 Proposed
Test for the Longest Run of Ones in a Block 0.4874 0. 6371194 Mohamed
Binary Matrix Rank Test 0.3905 0.4372742 Mohamed
Non-overlapping Template Matching Test 0.3023 0. 1463590 Proposed
Overlapping Template Matching Test 0.9919 0.5449921 Proposed
Linear Complexity Test 0.6862 0.1922722 Proposed
Serial Test 0.8586 0.0713232 Proposed
Approximate Entropy Test 0.56749 0.0125474 Proposed
Cumulative Sums (Cusum) Test (forward) 0.63747 0. 6371194 Proposed
Cumulative Sums (Cusum) Test (reverse) 0.8626 0. 6371194 Proposed
Runstest 0.9486 0.6371194 Proposed

8. Conclusion

The paper presented a detailed novel ZYNQ-FPGA implementation of symmetric keys generation based on multi-
dimensional chaotic maps. FPGA design accomplished using Xilinx system generator (XSG) tool to build three chaotic
maps: Henon, Duffing, Lozi with 32 bits fixed point numbers then design two PN sequence generator in the same tool
(XSG) PN1, PN2 then generating gold code by XORing them. The work employed the 8 LSB bits of each because they
are the most changeable bits in computations. The algorithm started inside Simulink with first secret key resulted with
XORing PN1 with Henon map then second secret key resulted with XORing PN2 with Duffing map then third secret key
stream resulted with XORing gold code with Lozi map, the gold code is the a sequency By utilizing ZYNQ702 evaluation
board to meet timing requirements of the design the work achieved high frequency of 258.33 MHZ and high throughput
of 6199 Mb/s. two types of analysis involved: statistical analysis and key analysis. Both analyses compared with recent
work proved an effective security performance of the proposed system. The authors will search for utilizing the generated
keys for digital image encrypting/decrypting.
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