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Abstract: Steganography in the spatial domain generally faces the challenge of having high capacity,
high fidelity and high security. This study presents a channel-agnostic adaptive solution to address the
issues of spatial desynchronization and to also increase the cryptographic complexity. This method is
based on the use of a 4D fractional order hyper-chaotic system to create the scattered embedding
coordinates with initial conditions, fractional orders and continuous coefficients as the three active
keys. At the same time, a structural map is being generated which is invariant under MSB and which
determines the local capacity. This system separates the concept of capacity estimation from LSB
modifications, and dynamically allocates 1-bit payloads to smooth regions and 3 bits to structural
boundaries. Under noise free conditions, experimental results are conducted on grayscale and RGB
images which shows the exact secret recovery (MSE=0). The method can be used to obtain the highest
payload gain of 9.65% relative to the standard 1-bit baselines with Peak Signal-to-Noise Ratios
(PSNR) > 50 dB and Structural Similarity (SSIM) > 0.999. The non-local memory of the fractional
dynamics is an expansion of the theoretical key space around 598 bits, enhancing exhaustive
parameter search ability. Finally, the framework mathematically separates the scattering of capacity
from the embedding of data so that a good tradeoff between scattering security and high-fidelity
adaptive embedding is obtained.

Keywords: Fractional-Order Calculus, Hyper-Chaotic Systems, Adaptive Steganography, Pseudo-
Random Scattering, Key Sensitivity, MSB-Invariant Edge Map, Blind Extraction, Dimension-
Agnostic Processing.

1. Introduction

With the widespread digital communications in today's world, it has become a critical
challenge to securely transmit sensitive visual data over public networks. Classical
cryptography protects data confidentiality by converting the plaintext data into unreadable
data which will be called as cipher, but by itself gives a hint to the existence of the
encrypted data to unauthorized interceptors [1], [2]. To overcome this basic weakness,
digital image steganography is used to embed the secret payload into innocent-looking
cover media in such a way that the communication's presence is not even known. If such a
method is applied uniformly over the entire cover image, however, certain statistical
anomalies and visual artifacts are inevitable in homogeneous image regions, making the
system high susceptible to modern steganalysis [3]. The technique is steganography, which
is content adaptive in order to maximize payload capacity without compromising visual
fidelity. The adaptive algorithms make use of the psycho-visual masking property of the
Human Visual System (HVS) that influences the weightage of the data payloads by
directing more data payloads towards topologically complex areas like edges and higher
frequency textures while reducing the data payloads in smooth areas [4], [5], [6]. Although
theoretically effective, high-capacity adaptive steganography has two major structural issues

Int. J. of Computational and Electronic Aspects in Engineering

450
https://www.rame.org.in/ijceae/


https://orcid.org/0000-0002-5773-6815
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://doi.org/10.26706/ijceae.7.4.20260811
https://doi.org/10.26706/ijceae.7.4.20260811

Highly Secure Image Steganography via 4D Fractional-Order Chaos and MSB-Invariant Adaptive Embedding

that spur this research: While in theory effective, there are two significant structural problems that drive the work in this
research with high-capacity adaptive steganography:

The key constraint is the basic issue of spatial desynchronization (also known as the ‘falling off the edge' problem). The
structural gradient of the cover image is inevitably changed when the secret data is adaptively embedded at the edge pixels.
This means that the receiver is unable to recalculate the correct edge map and therefore cannot correctly reconstruct the
original cover image without the knowledge of the original image with which the cover image was produced. This makes it
impossible to reconstruct the original edge map without knowing the original cover image used to produce the cover image,
which results in catastrophic synchronization failure and corrupted extraction of data if there was no original cover image
sent along with the stego-image. Recently, efforts have been made to overcome this by incorporating meta-heuristic
optimization algorithms [5], [7], but this results in significant computational expense and is problematic for deployment in
real-time applications. The second challenge is related to the cryptographic security of the embedding locations in the
space. Most traditional chaos-based steganographic schemes are based on low-dimensional chaotic maps of integer order
[3], [8]. The elementary dynamical systems have limited key spaces and have predictable short-term phase space
trajectories. As a result, the pseudo-random embedding paths created are still susceptible to a wide variety of sophisticated
phase space reconstruction methods and brute force predictive attacks, particularly in the context of modern steganalysis
methods based on machine learning [9].

The previous Invariant Adaptive (IA) scheme (e.g., [1], [10]) were strictly based on chaotic dynamic with integer order
and global embedding [11], [12], [13], while the present framework is based on a combination of MSB-invariant capacity
map and fractional-order four-dimensional hyper-chaotic scattering generator. The main contribution is that the non-local
fractional dynamics for the spatial permutation are combined with a dynamic capacity-allocation mechanism (1-bit/3-bit)
that does not require the original cover image for channel-agnostic blind extraction.

1.1 Research Objectives

In order to address the mentioned drawbacks, the goal of this research is to develop and evaluate a dimension-independent,
highly secure scattered adaptive steganographic system. The main objective is to separate capacity-allocation logic from the
physical data-embedding process. It does so in order to increase the embedding capacity in topologically complex areas
dynamically, while mathematically ensuring that the embedding process is perfect, meaning that there is no need to send
the original cover image to the receiver. At the same time, the research is designed to make the cryptographic problem of
the path embedding even harder to solve by using an advanced fractional-order hyper-chaotic generator instead of the
traditional integer-order map, in order to make it immune to exhaustive brute force attack and phase space reconstruction.

1.2 Scientific Contributions

The proposed framework brings together a new cross section of fractional calculus, chaotic cryptography and adaptive

steganography. The key contributions of this paper to the field of science are summarized:

1. Absolute MSB-Invariant Adaptive Synchronization: A new capacity allocation mechanism is proposed that is based
solely on the top 5 Most Significant Bits (MSBs) of the cover image. The framework defines a dynamic 1-bit (smooth
region) and 3-bit (edge region) embedding thresholds, by computing the Sobel edge gradient only from the isolated
structural luminance. The MSBs are preserved during the Least Significant Bit (LSB) injection process, ensuring that
the reference map is 100% mathematically invariant, and that there is absolute blind and lossless extraction (MSE = 0).

2. Fractional-Order Hyper-Chaotic Stego-Key Generation: We embed the scattering coordinates to create a four-
dimensional continuous fractional-order hyper-chaotic system, which is solved by the Griinwald-Letnikov (GL)
approximation. This infinite non-local memory trace introduced by the fractional derivatives (q=0.98) doubles the size
of the key space to about 1018° (598 bits). This mechanism can achieve a high level of cryptographic sensitivity
(A = 107*%) and ensures that no unauthorized extraction can take place.

3. Dimension-Agnostic Spatial Architecture: The proposed architecture is dimension-agnostic and can process both 2D
grayscale images and 3D RGB images (as opposed to other adaptive algorithms that were confined to 2D grayscale
matrices, such as [14]. The structural edge map is computed spatially and is duplicated in each of the color channels,
and thus does not get desynchronized by the usual grayscale conversion blending weights.

4. Empirical validations show that the proposed method allows a payload gain of up to 9.65% (which depends on the
textural density), and the visual imperceptibility measured by Peak Signal-to-Noise Ratio (PSNR) is > 50 dB and >
0.999 (Structural Similarity).
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1.3 Paper Organization

The rest of this paper is structured as follows: In section 2, the related literature pertaining to chaos-based cryptography
and adaptive steganography is critically reviewed. In section 3, the methodology is outlined, which involves the
mathematical modeling of the fractional-order hyper-chaotic system, generation of the MSB-invariant edge map, scattered
embedding and blind extraction algorithms. The experimental results are fully analyzed in this section, covering various
aspects like payload capacity evaluation, visual fidelity, and sensitivity testing with stego-key. Finally, the general findings
and future directions for research are presented in Section 5.

2. Related Works

With the advancement of secure communication protocols there has been a lot of research into cryptography and
steganography. Based on the use of chaotic systems, adaptive edge-directed embedding, optimization algorithms and
hybrid integration, the recent literature can be divided into different approaches. This section presents a critical evaluation
of the previous studies, considering the theoretical background and highlighting the common shortcomings in the research.

2.1 Chaos-Based Cryptography in Image Security

Because of their pseudo-randomness, ergodicity and sensitivity to initial conditions, chaotic systems have been largely
applied to image encryption [11], [15], [16], suggested image encryption technique by using multiple chaotic systems. The
method was able to obtain high entropy and resistance to differential attacks on many medical imaging modalities, yet it
only considered encryption and did not use steganographic concealment. To further secure the transmission of healthcare
data, [17] proposed a hybrid chaotic system with zigzag-based block permutation. Although there is a critical need for
lossless recovery for medical diagnosis, the imperceptibility aspect was ignored by the methodology; the presence of the
payload is still apparent. Furthermore, the computation complexity of real-time edge healthcare systems was not properly
explored. To overcome reversibility, [18] proposed a deep learning recovery network to implement reversible
steganography algorithm based on pixel-shift. The method resulted in close-to-perceptual indistinguishability (MSSIM
performance of 0.988) and it was also able to withstand both SRM and deep learning steganalysis. But it was very sensitive
to JPEG compression (failed below QF = 50), and could only be used to compress grayscale images.

2.2 Edge-Directed Steganography, Adaptive Steganography

To reduce the visual distortion on uniform payload embedding, researchers have turned their attention to content
adaptive steganography, which reduces the visual distortion by exploiting Human Visual System's (HVS) lower sensitivity
to high-frequency structural boundaries. To restrict LSB embedding to the highly textured region of the image, [4]
suggested a Region of Interest (ROI) adaptive method using Canny edge detection. This method has led to a significant
increase in the Peak Signal-to-Noise Ratio (PSNR) as compared to the conventional LSB. The technique did introduce a lot
of computational complexity and was not algorithmically specific for choosing the threshold, however, this made it hard to
reproduce and resistant to the most recent steganalysis. [19] extended the multi-detector methods by adding Canny, LoG
and Prewitt detectors with optimal parameters as determined by the Bee Colony Footprint Edge Optimization (BCFEO)
algorithm. Remarkably at low bit-rates, the framework achieved the PSNR of 64.96 dB. However, the BCFEO optimization
is very computational-intensive, and the validation is only performed on fixed-resolution gray-level images and did not
include learning-based steganalysis and lossy channel conditions. In an effort to improve the capacity of the system, [14]
have proposed a new method for increasing the capacity by using hybrid edge detection (Canny and Sobel) with adaptive
MSB substitution, which resulted in capacities up to 2.97 bpp. The method was tested for execution stability in noise and
compression attacks, but was still only grayscale optimized and not tested with Spatial Rich Model (SRM) steganalysis.

In the optimization of the selection process, mathematically, [20] adopted the Genetic Algorithm (GA) to manage the
Holistically-Nested Edge Detection (HED) attention maps. This method is able to successfully thwart CNN-based
steganalysis (Xu-Net and Ye-Net), and retain a PSNR above 60 dB for low capacities. It showed good performance in ideal
channels but the performance of the algorithm was poor in lossy channel operations such as JPEG compression and
cropping which caused a bit error rate (BER) close to 0.5. Another approach was taken by [9] which used linear hash
function over GF(2) in adaptive partitioning of blocks by gradient distributions. The framework was computationally
efficient but was very susceptible to modern SRM-based steganalysis (100% detection at 0.1 bpp) and it was not very
effective in reducing the embedding distortion.

2.3 Hybrid Frameworks and Optimization-Driven Steganography

Recent research efforts have been increasing to combine meta-heuristic optimization algorithms with the steganography
pipeline and have resulted in hybrid frameworks and optimization-driven steganography. In content-adaptive LSB

452

Int. J. of Computational and Electronic Aspects in Engineering fa\RAME o snene



Highly Secure Image Steganography via 4D Fractional-Order Chaos and MSB-Invariant Adaptive Embedding

framework, [5] presented a method based on Ant Colony Optimization (ACO) for payload dispersion to embed the content
information in an adaptive manner and AES-GCM encryption for the content information. Although the method was able to
get a PSNR around 60 dB and successfully resist both CNN-based steganalysis (CNN-Xu Net, CNN-Ye Net), the ACO
algorithm imposed a tremendous computational burden and the system completely failed to recover the data when
compressed in JPEG mode (QF=75). Likewise, [7] presented a multi-objective adaptive firefly-based secure steganography
framework (MOAFOSS) to adaptively reduce the Mean Squared Error (MSE) at runtime. Although the proposed algorithm
successfully surpasses the performance of the conventional algorithms such as PSO and GA in terms of structural
preservation, the PSNR obtained by the proposed algorithm did not reach the standard acceptable values for visual
imperceptibility as 42.58 dB. The iterative evaluation of the GA, however, limits the practical use of the GA in real systems
of communication. In this case, [21] combined LBP, canny edge detection, and AES-256 with Arnold Cat Map scrambling.
It was able to attain a 3.00 bpp capacity in their framework, but it was very fragile to normal image processing techniques,
and was mainly used for tamper detection rather than for secure and confidential communication.

2.4 Advanced Cryptographic and Hyper-Chaotic Integration

The necessity for expanded key spaces has led to the adoption of multi-dimensional hyper-chaotic systems. [1]
suggested a dual-layer secure transmission approach that is based on an adaptive steganography (MSB invariant) and a
continuous 4D hyper-chaotic confusion-diffusion engine. For a PSNR > 50 dB and to obtain a perfect lossless recovery
(MSE = 0), the system was found to have two positive Lyapunov exponents and a very large key space. Although this
method solved the synchronization problem inherent in adaptive LSB, it was only tested under spatial domain attacks and
its ability to resist the current deep learning steganalysis remained unchecked. [22] presented a three-stage cascade
encryption (chaos—FrFT-Gyrator) scheme, which was capable of embedding text, image and audio information
simultaneously. The system showed good numerical separation in known-plaintext attacks, but had no error-correcting
capability, resulting in a linear rise in the Bit Error Rate (BER) when subjected to mild noise and occlusion attacks. In order
to overcome the problem of robustness in losing channels, [23] proposed a base-3 (ternary) embedding algorithm based on
DCT coefficients and Canny edge classification. This frequency domain method proved to be very robust against JPEG
recompression and SRNet deep steganalysis but very susceptible to geometric transformations (e.g., rotation), which
illustrates the tradeoff between capacity, robustness and complexity that is the subject of ongoing research in modern
steganography.

2.5 Scientific Gaps and Motivation

The main objective of this study is to fill some of the gaps mentioned in the above-mentioned literature:

1. Traditional adaptive steganography methods like edge-directed LSB dynamically adjust the reference pixels used to
compute the capacity map. This change causes a receiver "falling off the edge" synchronization problem. Optimization
algorithms aim to fix this but have too much computational overhead. A mathematically invariant, lossless map
without meta-heuristics is needed.

2. Uncomplicated Cryptography: The Logistic, Tent, and Arnold Cat Map are integer-order chaotic maps utilized in
several chaotic map steganographic systems. Phase-space reconstruction and deep learning-based predictive assaults
are becoming more likely in these systems with limited key space. The coupling of infinite non-local memory traces in
a fractional-order hyper-chaotic system with the huge key space enlargement (e.g.,10%8%) in spatial adaptive
steganography has not been properly researched and examined.

3. Capacity-Fidelity Trade-off Limit: Global LSB substitution has low capacity, while increasing the payload (such as a
3-LSB one) decreases visual and statistical imperceptibility (PSNR lowers, detectability higher). A dynamic
dimension-agnostic allocation technique that quantitatively identifies structural capacity analysis (MSBs) and data
injection is needed to maximize payload gain without visual or statistical anomalies.

4. Insufficient Strict Sensitivity Analysis: Previous research validates chaotic encryption with histogram uniformity or
standard correlation. To demonstrate immunity from brute force extraction attempts, the "Avalanche Effect" (trajectory
divergence) reaction to microscopic perturbations (10-15) in fractional parameters is theoretically required.

3. Proposed Methodology

The proposed steganography methodology addresses some of the most critical payload capacity-security trade-offs by
embedding the payload adaptively, dimension-agnostically, and scattered. The fractional-order hyper-chaotic system used
in the cryptographic processing simply generates a random stego-key, unlike older systems that embedded data sequentially
or globally. This scattered key determines embedding places, and a structural edge map governs their bit-capacity.
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3.1 General Architecture of the Framework

The implementation of the framework is divided and executed systematically as metadata preserving, stego-key
generation and adaptive embedding. A 25-bit metadata header is separated at the start of the cover, to allow full extraction
of the data without loss. The framework then divides into two parallel processes, as shown in the Figure 1: the fractional-
order dynamical mapping, for spatial scattering; and the invariant Most Significant Bit (MSB) edge detection for capacity
allocation.

[ 7 ) 6 (@ N
Fractional-Order Hyper-Chaos 1 Scattered Location Map
. - - 2= | Fractional Order v s SR Adaptive LSB Stego Image
8 (g=09) ' e ! Embedding
< i (1-bit / 3-bit)
| « Infinite Memory W ; y
Al w |° SSDRyS : ‘ f:zalﬁiatures
3 '*X. 2 y { « High Unpred(ctablllty’ Zini e 0.0
(e.g.,, 512 x 512) — =58 === \ ) ‘
‘ I . (o= e z Adaptiv'e
Secret Payload Top 5 MSB Extraction =0 Embedding Strategy
| Extract ‘ (Perc;p;ually S)imilar
01001010 Top 5 MSB 1-bit / 3-bit SCUre)
1\ 11011000 (p'lr pixel) ‘ LSB Embedding 5
n 01101001
00110011 v Preserve edges
v Keep structure
L (Text / Binary / File) v Robust features |
J A ¥ N J

Figure 1. Block diagram of the proposed scattered adaptive steganography framework.

The architectural flow above shows that the system ensures that the spatial selection mechanism (chaotic system) and
the payload capacity determination (MSB logic) are physically separated. This physical separation prevents the bit
alteration as part of the last step of embedding from "re-entering" the capacity map, thus avoiding all desynchronization
errors of conventional adaptive steganography. To ensure perfect reversibility, the exact bit-allocation of the metadata
header must be strictly defined, as detailed in Table 1

Table 1. Bit-allocation structure of the 25-bit static metadata header.

Header Field Allocated Bits Description

Secret Height 12 bits Defines the height of the secret image payload.
Secret Width 12 bits Defines the width of the secret image payload.
Channel Indicator 1 bit 1 for RGB (3 channels), 0 for Grayscale.

Total 25 bits Embedded in the first 25 pixels.

Fractional-Order Hyper-Chaotic Generator and Stego-Key

The system uses a four-dimensional fractional order hyper-chaotic system to create a cryptographically secure scattering
path (the stego-key). Fractional calculus opens the door to non-local infinite memory, and is expected to increase the
difficulty of phase-space reconstruction due to its higher-dimensional fractional-order dynamics and non-local memory.
The fractional-order system is defined theoretically by using Caputo derivative, and numerically integrated with the help of
a Griinwald-Letnikov (GL) approximation of the fractional-order derivative for ease of computation.

t
Dfx(t) = F{ll—q} Jo (t — 1) 9x"Pdr €Y

Where g denotes the fractional order (0 < g < 1) and T'(-) represents the Gamma function. The 4D continuous system
driving the stego-key is mathematically formulated as:

DI*x=aly—x)+w )

D?zy =cx —y —XZ (3)

DIz =xy—bz 4)

Df‘*w = —yz + dw (5)
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The first 500 samples were discarded as transient samples to ensure high cryptographic security, and to avoid initial state
predictability, the valid embedding permutation was generated. The chaotic stego-key generation parameters and initial
conditions are described in detail in Table 2.

Table 2. Initial conditions and system parameters used for fractional stego-key generation.

Parameter Type Symbol Value

Initial Conditions X0, Yo» 20, Wo 0.1,0.2,0.3,0.4

Fractional Orders q1,92,93, G4 0.98,0.98,0.98,0.98
. . 8

Fixed Coefficients ab,cd 10, = 28 —1

3.2 Invariant Structural Edge Map Generation

The main drawback of traditional adaptive steganography is that the reference map gets distorted during the embedding
process, causing a loss of synchronization between the sender and receiver. The proposed framework is based only on the
Most Significant Bits (MSBs) to control the embedding logic and to ensure the capacity of the map is invariant.

Represent the native color picture by a 3D array C whose size is M = N = 3, M and N are the number of spatial pixels,
and C(i, j, k) is the value of the color channel k at the spatial pixel (i, j), with k € {1,2,3} representing the red, green, and
blue channels respectively and all values in C(i, j, k) being drawn from the range [0,255]. The algorithm first performs a
bitwise AND with the decimal mask 248 (binary 11111000,) with all the channels to clear out the lower three Least
Significant Bits (LSBs):

Cuse(i,j, k) = C(i,j, k) AND 248 6)

A robust 3D matrix C MSB is projected in a 2D luminance plane (Y) using standard psychovisual weighting coefficients:
Y(i,j) = 0.2989 - Cpsp(i,j,1) + 0.5870 - Cpysp(i, j, 2) +0.1140 - Cpy55(i,,3) (7

Subsequently, the spatial gradient is calculated using the Sobel differential operator. The horizontal gradient G, and vertical
gradient G,, are obtained through 2D spatial convolution (*) with the respective Sobel kernels S, and S:

Ge(, ) =Y, ) *Se  Gy(i,)) = Y(i, ) *S, (8)

The absolute gradient magnitude G (i, ;) is mathematically defined as:
GG, J) =6, )? +G,(i,))? €)

Finally, a binary structural edge map E(i,/) is generated by applying a threshold T,qg4e. To ensure dimension-agnostic

compatibility with the native color image, this 2D map is replicated across the spatial depth to form E;;, mathematically
expressed as:
1, ifG(GH, ) =T Complex Edge
Esp(i,j k) = DoMII = Ceage (Comp £ ) (10)
0, ifG(i,j) < Teqge (Smooth Region)

It builds only on the 5 most significant bits (MSBs); the 3 least significant bits (LSBs) are discarded before it generates
the edge-map. Thus, changing the LSBs at the transmitter will not affect the E3p at the receiver and the whole process is
mathematically reversible. The result of this transformation from the original image to the separated MSB luminance and
the final image of the invariant edges is shown in Figure 2.

Original Cove
o =

r(C)

MSB Luminance (Y)
i vt A

] Inariant dge Mp (E)

Figure 2. Visual representation of the invariant structural edge map.
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The example visual sequence shown above illustrates the effect of converting the original cover (left) to the MSB
luminance map (center). Notice that the macro-structural content of the image is not lost but that the microscopic texture
details contained in the LSBs are discarded. The result is the invariant edge map which is seen on the right side which
clearly shows the high frequency boundaries. Each of these white pixels (Esp = 1) represents areas of the HVS where it is
least sensitive to noise, and therefore allows for the embedding of a higher payload.

3.3 Scattered Adaptive Capacity and Mathematical Embedding

The scattered embedding coordinates can be identified by the vector of stego-key and the map E;p with the topological
complexity can be used to allocate the adaptive payload capacity. The capacity of the bit for each of the k(i,j, k), is
dynamically set according to the following step function:

.. _ 3b1tS, le&D(i,j,k) =1
k(6. k) _{1bit. if E3p(i,j, k) = 0 an
Hence, the proposed algorithm €}, (excluding the required 25-bit metadata header) is defined as follows:
Cprop = (2?112?;1 22:1 k (i.j. C)) — 25 (blts) (12)

The embedding process is done physically using direct mathematical substitution. Let Bggerer denote the decimal
integer value of the secret binary stream chunk (which has a k bit length). The stego-pixel S(Z, j, k) is calculated by wiping
the lowest k bits with a dynamic masking variable M, 45k, and adding Bg,cpet-

M, asi = 256 — 281K (13)
S(i,j, k) = (C(i,j, k) AND Mypq5k) + Bsecret (14)

This adaptive substitution ensures that high density data is only injected at structural boundaries defined by the

fractional stego-key, with an optimum balance of cryptographic scattering, payload and visual imperceptibility. This is the

sequential transformation of the continuous chaotic trajectories (real-valued) to the discrete and unique integer embedding
coordinates as shown in Figure 3.

/ )

1 i

i |

| Input Parameters 2 X i

2 : Valid Real-Valued

i Secret Stego-Keys Numerical e Iransient i !

i e :

: AT Initialize Integration Trajectory Removal XeRY i
i

! (X0, Y0, 20, Wo), P> 4D Fractional System > Transient State

H Fractional Orders Integration Truncation 1

! (91,92, 93.94), ¥ : Discard the first L = 500 i

i Coeflicients Apply Grunwa!d-[@lnlkov iterations to eliminate !

! (a,b,c,d). (GL) approximation. ) initial state predictability. ) ]

1 o

7777777777777777777777 v
- Phase 2: Discrete Permutation Processing
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Raw Integer
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Index Extraction Raw Integer Sorting Process
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Positional Index Mapping Mathematical Sorting

Precision Collision’
Filtering
Detect and remove
duplicate indices caused

Extract the original spatial Sort the sequence values
coordinates corresponding to in strictly ascending
the sorted values.

precision limitations.

Figure 3. Flowchart of the generation of the scattered index of the fractional order hyper-chaotic system.

The generation process begins by numerically integrating the fractional system as shown in the Figure 3. The first 500
transient iterations are removed to fully remove the initial state predictability. Mathematically sort the remaining valid real
valued sequence, and extract the original sequence indices. This resulting integer vector is the pseudo-random spatial
permutation path for payload scattering after any possible duplicates due to numerical precision limits are filtered, and is
used as the definitive pseudo-random spatial permutation path for embedding secret data in a non-sequential manner across
the cover medium.

3.4 Blind Extraction and Perfect Reversibility

One of the most important criteria for an advanced steganographic system is blind extraction, in which the receiver can
completely recover the secret message without using the original cover image. The proposed framework is fully reversible
by the use of a deterministic extraction sequence. The extraction algorithm starts with reading the 25-bit static metadata
header included in the first 25 pixels of the received stego-image S. This header was embedded in the standard way of 1-bit
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substitution; thus, the spatial dimension (Hgeerer, Weecrer) and color depth (Cyopnrer) can be easily retrieved by extracting
the absolute Least Significant Bit (LSB):
Header(i) = S(i) AND1, fori=1,2,...,25 (15)

This metadata computes the exact total payload bits (Totalg;rs = Hsecret X Weecrer X Csecrer X 8), Which acts as the
strict stopping criterion for the algorithm. The receiver has to reconstruct the invariant edge map Ezp to find out the
embedding capacity of the other pixels. By preserving the top 5 Most Significant Bits (MSBs) during the adaptive
embedding, the receiver performs the same masking operation on the stego-image S:

Suss(i,j, k) = S(,j, k) AND 248 (16)

This ensures that the structural luminance at the receiver side is exactly the same as that at the sending side, and that the
result of the Sobel gradient at the receiving side is the same as at the sending side. After that, the receiver feeds the same
secret keys (initial conditions and fractional orders) into the Griinwald-Letnikov fractional generator, thus regenerating the
same chaotic stego-key vector. The receiver walks along the scattered permutation path as summarized in the algorithmic
flowchart in Figure 4. If edge map Esp (i, j, k) is reconstructed to be 1, then the receiver can take the 3 bits by masking the

pixel with 7 (binary 00000111,). If E5p (i, j, k) = 0, only 1 bit is extracted.
S(i,j, k) AND 7, ifEsp(i,j k) =1

Extractedps = {S(i. j,k)AND 1, ifEsp(i,j k) =0 a7
Received Stego Image
Extract 25-bit [ Regenerate Fractional} ‘ Mask LSBs ’
Header Chaotic Stego-Key (AND 248)
Calculate Determine Reconstruct
Payload Size Scattered Index Invariant Edge Map

Adaptive Data Extraction ‘
(1-bit / 3-bit) g

Reconstructed Secret Image

Figure 4. Algorithmic flowchart demonstrating the blind extraction process.

The parallel structure demonstrated in the flowchart, visually verifies the synchrony integrity of the system. The
algorithm performs header extraction, regeneration of the stego-key and edge map reconstruction as independent parallel
pre-processing operations, which ensures that all dynamic variables are mathematically aligned prior to the extraction of
the scattered payload. This structural independence has the ability to completely remove the type of bitstream
desynchronization errors that have been common in adaptive steganography models.

4. Evaluation Metrics

Standard mathematical metrics are used to quantify imperceptibility, fidelity and capacity improvement of the proposed
framework.

4.1 Peak Signal-to-Noise Ratio (PSNR)

The PSNR is an objective measure of visual distortion between the original cover image C and the stego-image S. It is
based upon the Mean Squared Error (MSE). If the image has a size of M X N X 3, the formulas are:

MSE = —— %% T, 210G j k) — S(ij, TP (18)
PSNR =10 - logy, (%) (dB) (19)

Higher PSNR values (typically above 40 dB) indicate excellent steganographic imperceptibility.
4.2 Structural Similarity Index Measure (SSIM)

It is different from PSNR that measures absolute errors of pixels, the SSIM considers the degradation of perceived
structural information, luminance, and contrast. It is given by the formula:

_ (2pcpstey)@acstez)
SSIM(C,$) = (2 +pZ+cy)(oi+a2+cs) (20)
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Where u and 62 are the local means and variances, respectively, o¢s is the covariance, and ¢y, ¢, are stabilizing constants.
An SSIM value approaching 1.0 indicates near-perfect structural preservation.

4.3 Payload Gain Capacity (G%)

The payload gain percentage is computed for the proposed MSB-invariant adaptive algorithm in comparison to the standard
1-bit global LSB embedding by measuring the number of edge pixels (Ned ge) in the cover matrix:

G% = (2r2=2) x 100 21)

std

4.4 Correlation Coefficients

To check statistical linear dependence and structural similarity between original cover image (C) and generated stego-

image (§), correlation coefficient () is used. Values close to 1.0 mean that the adaptive embedding process does not

change the statistical properties of the image and retains the structural pixel relationships. It is mathematically defined as:
Z;‘,_f'[ca',_j—#C)(S;',_j—lﬂs) (22)

\‘|I Zi,j(ci,j_lucj2 Za’,j(sa',j _#SJZ

Where p- and g5 denote the mean pixel values of the cover and stego images, respectively.

5. Results and Discussion

5.1 Fractional-Order Hyper-Chaotic Dynamics and Stego-Key Sensitivity

The pseudo-random index generation is in the heart of the proposed scattered adaptive steganographic framework. A
four-dimensional fractional order hyper-chaotic system is used as the stego-key generator, which is capable of resisting the
modern attacks such as phase-space reconstruction attacks and brute force key guessing. The non-local infinite memory
trace stored in the generation path is mathematically provided by the fractional calculus, significantly increasing the
dynamical complexity of the model, which goes far beyond the integer order ones. The time series of the state variables are
shown in figure 5.

Time Series of State Variables (q = 0.98)
T

ZOZWN\/I | l

-20 = | L 1 | | 1 1 |
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
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2(t)
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%
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Iterations

Figure 5. Continuous pseudo random amplitude variations.

Figure 5 shows large temporal variations that are extremely non-periodic. As a result, these sequences produce a
uniform and unpredictable spatial permutation vector, which was able to effectively spread the secret bits embedded in the
cover image. In order to check the chaotic dynamical behavior of the system, the phase portraits are mapped in Figure 6.
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Figure 6. Two and three-dimensional phase portraits.

The trajectory has the appearance of a bounded aperiodic pattern in the plotted phase space which has a butterfly shape.
This indicates that it is not stable and it does not diverge to infinity, as seen in Figure 6, and that shows that the system is
not stable, nor is it infinite divergent, but that it is strictly confined inside the phase space. But, with only visual
representation, it cannot be called hyper-chaos. In the case of the strict mathematical proof, one needs to numerically
calculate the spectrum of Lyapunov Exponents (LE) as is shown in Figure 7.

Dynamics of Lyapunov Exponents Convergence
T T T T T T
_LE1
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E _LES
2 —LE, [
=
[}
c |
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- .
o
=
=]
Q. .
©
>
a
-20 1 1 1 1 | | | | |
0 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
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Figure 7. Dynamic Convergence of Lyapunov Exponents.

The spectrum excellently converges over the iterative evaluation showing two clearly positive Lyapunov Exponents
(LE, > 0 and LE, > 0) as seen in Figure 7. The converged Lyapunov spectrum is numerically reported in Table 3. Two
positive exponents are part of the dynamics generated, giving the criterion for categorizing the dynamics as hyper-chaotic
in this study. This means that the system grows at the same time in several directions of space.

Table 3. Numerical values of the converged Lyapunov Exponents spectrum.

Exponent Final Converged Value
LE, 46.7042475294450
LE, 20.3465877191712
LE; -17.8723373624309
LE, -876.972050374003

One of the most important properties of any stego-key generator is that even a very small change in the security key
results in complete failure to extract the data in an avalanche effect. In the proposed framework, the secret keys are the

initial conditions (xg, Vo, Zq, Wo) and the fractional orders (g4, 2,43, g4) which increase the conventional key space. Figure
12 shows the fractional order perturbed sensitivity of the system.

459

Int. J. of Computational and Electronic Aspects in Engineering https://www.rame.org.in/ijceae/



Aws Hamed Hamad

Amplitude x(t)
°
T

A5 L B - B ! ' CLE A 1 ey

v
20 |[—BaseKey (a, = 0.98) _
- Test Key (q, = 0.98000000001)
25 I I I I | I

3000 4000 5000 6000 7000 8000 9000 10000
Iterations

. . . . .. .. . _ —10
Figure 8. Extreme trajectory divergence resulting from a minimal perturbation in the fractional order parameter (d ge =10 )

In Figure 8, the value of one fractional order parameter is changed from 0.98 to 0.98 + 10~ 19, resulting in a trajectory
that starts out close to the base sequence but soon and exponentially diverges. This is to validate that the fractional orders
work individually as very sensitive cryptographic keys. Moreover, it is shown in figure 9 that the system is absolutely
sensitive to initial conditions.
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Figure 9. Complete spatial divergence of the pseudo-random sequence when the initial condition variance (A zg)is very small (10_15 ).

5.2 Payload Capacity and Edge-Directed Gain

One of the drawbacks of conventional spatial domain steganography is that the payload size is limited by the
embedding rate due to visual degradation. This is addressed by the proposed framework that uses an MSB-invariant
structural edge map to dynamically allocate embedding capacity. The embedding capacity is not fixed but differs
depending on the complexity of the textural content on the cover image as detailed in Table 4. Homogeneous regions are
able to store 1 bit/pixel without being detected by human visual sensitivity and high frequency structural boundaries are
able to store 3 bits/pixel while significantly reducing the perceptual impact of the embedding modifications.

Table 4. Quantitative comparison of embedding capacity and payload gain across standard color cover images (512x512x3).

Cover Image Total Embeddable Spatial Edge Locations Proposed Capacity Payload (bpp) Payload Gain

Peppers 786,432 Samples 16,968 102,542.88 Bytes 3.129bpp % 4.32+
Lena 786,432 Samples 24,888 104,522.88 Bytes 3.189bpp % 6.33+
Baboon 786,432Samples 37,957 107,790.12 Bytes 3.289bpp % 9.65+

The empirical results show clearly the intelligent and content-aware properties of the proposed adaptive steganographic
algorithm. In a conventional (1-bit Least Significant Bit) embedding scheme the theoretical capacity is strictly determined
by the spatial characteristics of the image and is fixed at 98,300.88 Bytes, after subtracting the 25-bit metadata header
reduction. The proposed framework overcomes this limitation by using the MSB-invariant edge map. The complexness of
the carrier image is directly proportional to the embedding capacity. The "Peppers" image, which has broad homogeneous
regions and smooth gradients, has 16,968 structural edge pixels, and a conservatively estimated capacity gain of 4.32%. By
comparison, the "Baboon" photo, with its high frequency of fine texture details, such as fur patterns, has a much higher
edge count of 37,957 pixels. The textural density enables the algorithm to safely inject a higher amount of 3-bit payload
chunks, with a maximum of 107,790.12 Bytes, which corresponds to a maximum payload gain of 9.65% relative to the
conventional 1-bit LSB baseline used in this study. The "Lena" image has a medium texture profile, resulting in a middle
6.33% gain. The data shows that the framework has been successful in utilizing the psycho-visual masking effects of the
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HVS (Human Visual System). The system pushes data payloads dynamically into heavy points of data structure only at
complex boundaries where visual noise is naturally hidden to optimize data throughput while keeping the imperceptibility
of the stego-image intact.

5.3 Pixel-Level Fidelity and Statistical Similarity

The basic demand for a good steganographic system is that the cover medium must not contain visible artifacts or
statistically significant anomalies, which are perceptible by a human observer, when the secret information is embedded in
it. For quantitative assessment of the imperceptibility of the proposed adaptive scattered embedding method, its Mean
Squared Error (MSE), Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index Measure (SSIM) and the Correlation
Coefficient (Corr.) was calculated for different topological test cases and presented in Table 5. Needless to mention, all the
secret images were sized to fit within the “payload” dimensions of their respective cover image. In the case of RGB images,
the MSE and PSNR are calculated across all three channels.

Table 5. Quantitative imperceptibility performance and structural fidelity of the generated stego-images.

Cover Image Secret Image MSE PSNRdB SSIM Corr.
Peppers Cameraman 0.6307 50.1327 0.9994 0.9999
Lena Cameraman 0.5912 50.4133 0.9997 0.9999
Baboon Cameraman 0.5121 51.0371 0.9998 0.9999
Baboon Rod 0.6219 50.1938 0.9997 0.9999

As shown in the empirical results in Table 5, the proposed framework shows excellent visual fidelity. In a large number
of image processing studies, PSNR values greater than 40 dB are considered to signify low visible distortion but this
threshold does not guarantee perceptual undetectability. Interestingly, the proposed approach produces the PSNR values of
more than 50 dB (from 50.13 dB to 51.03 dB) for all the image pairs under test. The high performance is directly attributed
to a psycho-visual masking property of Human Visual System (HVS): strictly restricting the high capacity 3-bit embedding
to complex structural edges and limiting smooth regions to 1-bit alterations. Furthermore, SSIM is always greater than
0.999, i.e., the integrity of the macro-structure, its luminance and contrast are preserved before and after the data is inserted,
which shows a very high degree of similarity between the two images. In order to complement the mathematical metrics,
the embedding process is also evaluated visually and statistically and is presented in Figures 10-11.

Secret Image Recovered Secret Image

,

Cover Image (Native) Stego Image

Secret Histogram Cover Histogram Stego Histogram Recovered Histogram
2000 8000 8000 2000
1500 6000 6000 1500
1000 4000 4000 1000
500 2000 2000 500
0 0 0 0

0 100 200 0 100 200 0 100 200 0 100 200

Figure 10. Visual and statistical evaluation of embedding the Cameraman payload into the Peppers cover image.

461
Int. J. of Computational and Electronic Aspects in Engineering https://www.rame.org.in/ijceae/



Aws Hamed Hamad

Secret Image Recovered Secret Image

Cover Image (Native)

& $a

Stego Image

e

=y

Secret Histogram Cover Histogram Stego Histogram Recovered Histogram

1500 7000 7000 1500
6000 6000
5000 5000

1000 1000
4000 4000
3000 3000

500 500
2000 2000
1000 1000

0 0 0 0

0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250 0 50 100 150 200 250

Figure 11. Visual and statistical results of embedding a Rod image payload into the Baboon cover image.

A subjective visual assessment of generated stego-images (Figures 10—11) confirms the quantitative measurements,
where no distortion, color bleeding or edge pixelation can be observed when compared to their native cover images.
Importantly, the statistical robustness is verified using the histogram analysis. The structures of the frequency distributions
of the pixel intensities (Cover Histogram vs Stego Histogram) are the same. The histogram comparison suggests that only
small differences should be noted in the first-order pixel-intensity distribution when embedding the proposed method.
However, the similarities of the histograms do not give any indication of resistance to contemporary steganalysis, so a more
general test against learning-based and rich-model steganalysis (SRM, for instance) is recognized as a valuable avenue for
future research.

5.4 Blind Reversibility and Lossless Extraction

One of the key problems in adaptive steganography is keeping the sender-receiver in sync. The conventional method is
prone to corruption of the bitstream due to the modification of the reference map used to extract the bitstream. Table 6
shows that the proposed MSB-invariant edge map is effective to solve this desynchronization problem.

Table 6. Quantitative validation of lossless recovery for the extracted secret payload images.

Cover Image Secret Image MSE PSNRdAB SSIM Corr.
Peppers Cameraman 0.0000 o 1.0000 1.000
Lena Cameraman 0.0000 o0 1.0000 1.000
Baboon Cameraman 0.0000 00 1.0000 1.000
Baboon Rod 0.0000 0 1.0000 1.000

As mathematically confirmed in Table 6, the proposed framework is exact lossless recovery (noiseless conditions). In
all the topological test cases (complex and smooth), the Mean Squared Error (MSE) between the original secret payload
and the blindly extracted payload is equal to 0, which gives an infinite PSNR of o and a perfect SSIM of 1.0000. The secret
images are recovered without any degradation on the pixels as shown in Figures 10-11, where the "Recovered Secret
Image" and "Recovered Histogram" panels show the recovered images. This perfection is possible since only the top 5
MSBs are used to calculate the spatial edge map and are completely not touched in the LSB substitution phase. Therefore,
the receiver creates a capacity map that is exactly the same as the sender's map, so that each 1-bit and 3-bit chunk is
retrieved from exactly the same location scattered by the fractional chaotic stego-key, without the need to access the
original cover image.

5.5 Key Space and Brute-Force Resistance

In order to quantify the theoretical key space, the proposed framework utilizes 12 highly sensitive parameters: the four
initial conditions (xq, Vg, Zg, Wp), the four fractional orders (g1, 43,93, 94) and the four system coefficients (a, b, c,d). The
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coefficients are not constants but dynamic secret ones which are chosen within continuous range that can support the hyper-
chaotic dynamics mathematically. Given a typical IEEE 64-bit double-precision format, with an effective computational
precision of 107° per parameter, the total key space $K$ can be found as follows.

K= (1015)12 — 10180 (23)
Converted to bits, this yields:
Kyies ~ log,(10189) = %r;{)m} ~ 598 bits (24)

2598 is a key space that greatly surpasses the required cryptographic density of 212 [2], [24], [25]. This substantial

theoretical capacity increases the computational difficulty of exhaustive key-search attacks under the tested implementation
assumptions.

5.6 Comparative Analysis with State-of-the-Art

A comparative analysis with recent state-of-the-art steganographic and cryptographic methods is carried out, in order to
place the proposed framework in the context of secure communications. The comparison is made based on embedding
capacity, visual imperceptibility (PSNR), extraction reversibility (MSE) and cryptographic key space.

Table 7. Performance comparison between the proposed framework and recent studies.

. Embedding PSNR Reversibility Cryptographic
Author (Year), Ref  Methodology / Domain Capacity (dB) (Extraction) Key Space
Integer 4D Hyper-Chaos
R. A. Sahun (202 . . E lossl .
Sahun (2026), (Encrypt-then-Hide) + Adaptive >50.00 xacF 0ssTess ~ 450 bits
[1] (noiseless)
MSB
Abadin and .
+
Sulaiman (2026), ~ DC! PO+ Multiple Edge 1.00 bpp 55.91 Lossless AES-128 standard
Detectors
[19]
Ismail et al. (2026), Hybrid Edge .
2. 42.2 Lossl fi
[14] (Canny/Sobel) + MSB 97 bpp 7 ossless Not specified
Patel and Vekariya Block-based Indexing + 3.00 bpp (with Lossless .
(2026), [26] 3-LSB index overhead) 49.19 (noiseless only) Not specified
Aljughaiman et al. . Fixed Low Lossy under
ACO + Sal LSB A . AES-GCM
(2025), [5] O+ Saliency LS Payload 60.16 compression S-GC
Noorallahzadeh Ternary DCT + Cann 0.64 b 62.4 Lossless Not specified
(2026), [23] Y Y 0% bPP ' P
S. Anu Priya, et ROI Canny-based LSB Adaptive 44.8 Lossless Not specified
al(2026), [4] Y P ' P
Fractional 4D Chaos Absolute
P A i
Fr;ff;iz(rik (Simultaneous Scatter- +c19a1;2;7/e gi?n;() >50.00 Lossless ~ 598 bits
Hide) o (MSE = 0)

The proposed framework provides a desirable trade-off between capacity, security and fidelity as shown in Table 7.

Optimization based approaches [5], [23] achieve higher PSNR, but introduce tremendous amount of computation, and
traditional edge adaptive methods [4], [19] may not have a good encryption or lower PSNR. While both make use of MSB-
invariant mapping for exact lossless recovery (MSE=0), the main novelty of our framework compared to [1] is that instead
of the two-stage "encrypt-then-hide" approach, our framework implements a highly efficient simultaneous scatter-and-hide
approach. Moreover, the higher order chaos in [1] is increased from integer order to fractional order, which utilizes the non-
local memory to greatly enlarge the active key space from 450 bits to 598 bits, and consequently enhance the theoretical
resistance against exhaustive brute-force parameter search.

5.7 Computational Complexity and Runtime Analysis

The computational parts of the proposed framework are the fractional order numerical integration, Sobel edge map
generation part and scattered index generation part. The Sobel filtering and pixel-wise embedding operations have linear
relationship with the number of image samples O(N). The non-local history approximation of the fractional-order
generation has an additional computational cost but it is still much faster than iterative meta-heuristic algorithms (e.g.,
genetic algorithms). The framework was realized on a common personal computer (Intel Core i7, 16 GB RAM) with the
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help of MATLAB. The average embedding time is around 2.4 seconds and blind extraction time is about 2.1 seconds per
512x512x3 RGB image. This shows the viability of the proposed method for secure transmission in practical applications
not requiring real-time.

5.8 Limitations of the Current Study

In the present study, the proposed method has been shown to have good imperceptibility parameters, but an exhaustive
evaluation has not been carried out in the present study against recent steganalysis detectors including the classifiers based
on SRM and CNN. This is an essential weakness and will be looked into in future work. In addition, experiments were not
conducted to distinguish the role of the fractional order dynamics, the MSB based edge mapping, adaptive bit allocation
and chaotic scattering and are therefore deferred to future research. Additionally, the current evaluation only considers a
small number of standard benchmark images and provides only single-run performance data. Future work should involve
larger and more varied data sets in order to achieve greater statistical generality, and to provide mean performance with
standard deviations.

6. Conclusion

A channel-agnostic scattered adaptive steganography framework to solve the issue of spatial desynchronization was
proposed in this paper. The system was able to separate capacity allocation from the physical embedding of data, and thus
to obtain a strictly invariant structural edge map from the unaltered Most Significant Bits (MSBs). This isolation avoided a
'falling off the edge' vulnerability, allowing exact lossless blind extraction (MSE = 0) in the noiseless case. A 4D fractional
order hyper-chaotic system was employed to secure the embedding path of the spatial embedding. The non-local memory
of the fractional derivatives led to a very sensitive scattering sequence, which extended the theoretical active key space to
about 598 bits and made the exhaustive search of parameters more difficult. The experimental results showed that the
framework adapts dynamically to the carrier topologies, with the maximum payload gain being of 9.65% with respect to the
standard 1-bit LSB. This capacity enhancement has been achieved while keeping the visual fidelity on the high side with
PSNR values greater than 50 dB and SSIM greater than 0.999. The current study is however limited to noiseless spatial
domain condition and not extensively evaluated against recent learning-based steganalysis (e.g., SRM) and known-cover
attacks. In future, the efforts would be spent on incorporating powerful error correcting codes, invariant fractional logic in
frequency domain (DCT/DWT), in order to make the code more robust towards lossy compressions, as well as
benchmarking the steganalysis.
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